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1. Risk Assessment Approach




1.

Risk Assessment Approach

Terms & Definitions

Below are provided the terms and definitions of the key concepts used for the implementation of DESFA’s
“Enterprise Risk Assessment” exercise.

>

Risk: Risk is defined as any event or circumstance which could negatively or positively impact the

achievement of business objectives. As such, all assessment of risk is based on how the potential event or
circumstance would affect the ability to achieve business objectives.

» Impact: The extent to which the risk, if realized, would affect the company regarding the achievement of its

>
>

objectives.

Likelihood: Probability; possibility of a condition or event occurring.

Inherent Risk: Inherent risk is the risk exposure that is intrinsic to the business in the current environment

before the application of risk management, control activities or other mitigating factors in place (i.e., the
gross risk, or risk before controls). The risk in the absence of any actions that management might take to
alter either the risk's likelihood or impact. This is calculated quantitatively by multiplying the impact score
times the likelihood score to derive the measurement.

Residual Risk: Residual Risk is the exposure to a risk remaining after considering the effect of the existing risk

management and control activities i.e. inherent risk offset by the aggregate impact of risk management
activities and controls equates to Residual risk.
Control Effectiveness: The level at which controls reduce the inherent risk to a suitable level. This is

traditionally used with inherent risk to reach a Residual risk calculation.
Risk Profile: A compilation of risk assessment results and it is a list of risk exposures at a certain time.




1. Risk Assessment Approach
Our Methodology

Enterprise Risk Management Framework

W ,—]—\ Risk Identification: to generate a comprehensive list of risks based on those
[ Establishing the Context ] events that might create, enhance or prevent the achievement of DESFA’s
objectives.

Risk Assessment

Risk Analysis: to determine the severity of the risks as well as to identify the

measures/actions that the company has implemented in order to manage the
identified risks.

Risk entinication

Commumicate and Consubt

Risk Evaluation: to prioritize the risks in order to improve the decision-making

process, select the appropriate risk treatment and optimize the allocation of
the resources.

sk Treatmeant ] v

S | The final outcome is the organization’s Risk Profile onan
“Inherent” and a “Residual” level basis and the validation of
final results with the Risk Management Committee.




1. Risk Assessment Approach
Assessment Criteria (1/4)

The purpose of the Enterprise Risk Assessment was to assess a) the impact, b) the likelihood and the c) control
environment of each risk. The first dimension required Risk Owners to assess the possible impact that a risk
would have on the achievement of DESFA’s objectives if it remains unaddressed.

Significant

4 High

Significant profit loss
Financial figures of the
company are significantly
affected, to an extent that
viability is doubtful. The
company is not capable of
managing its financial
obligations.

Profit loss of a high extent
Financial figures of the
company are affected. The
company is struggling to
manage its financial
obligations.

Major adverse publicity
which could threat the
reputation of company and
long-term impact.

Loss of confidence in all
stakeholders (Internal and
external).

Major adverse publicity
which damage the
reputation of company
and/or a long-term impact.
Loss of confidence in
external stakeholders.

Impact Categories

Operational

Complete inability to
continue business operations
across the company.
Significant health effect to
personnel or involving loss of
life or serious life-
threatening injuries.
Detrimental impact to
environment.

Significant, ongoing
interruptions to business
operations.

Major health effects to
personnel such as
permanent impairment.
Major environmental impact.

Major probability of
management prosecution, or
bring actions to court, or
impose penalties from
regulators and supervisors.
Significant recent/
prospective amendments to
key legislations.

Management dispute, legal
obligations, impose penalties
from regulators and
supervisors.

High recent/prospective
amendments to key
legislations.

Legal / Regulatory / .
i Strategic
Compliance

Risk significantly prevents
DESFA from achieving its
major business objectives
and strategy.

Significant changes to
business/operating plans and
execution.

Risk prevents DESFA from
achieving most of its
business objectives and
strategy.

High number of changes to
business/operating plans and
execution.




1. Risk Assessment Approach
Assessment Criteria (2/4)

3 Medium

2 Low

Limited

Considerable profit loss
Financial figures of the
company are affected but
the company can manage its
financial obligations to a
certain extent.

Low impact on profit
Financial figures of the
company are affected to a
low extent. The company can
manage its financial
obligations without
significant difficulties.

Minor impact on profit
Financial figures of the
company are slightly
affected. The company is
fully capable of managing its
financial obligations.

Longer term adverse
publicity locally contained.
Loss of confidence in
external stakeholders.

Short term adverse publicity
(especially local).

Loss of confidence in internal
stakeholders.

Risk has little impact on the
DESFA’s reputation.

Media attention will be
quickly remediated.

Impact Categories

Operational

Moderate, medium-term
impact upon operations.
Harm to personnel involving
injury requiring medical
treatment.

Moderate environmental
impact.

Minor, near-term impact
upon operations.

Minor health effects to
personnel (some days off).

Minor environmental impact.

Insignificant impact upon
operations.

Minimal health effects to
personnel (first aid or less).
Negligible environmental
impact.

Legal / Regulatory /
Compliance

Management overview, legal
obligations, audits from
regulators and supervisors.
Medium recent/ prospective
amendments to key
legislations.

Minor legal obligations and
possible audits from
regulators and supervisors.
Minor recent/prospective
amendments to key
legislations.

Insignificant obligations from
regulators and supervisors.
Insignificant recent
legislation changes.

Strategic

Risk prevents DESFA from
achieving some of its
business objectives and
strategy.

Medium adjustments to
business/ operating plans
and execution.

Risk prevents DESFA from
achieving some of its
business objectives and
strategy.

Minor adjustments to
business/operating plans and
execution.

Risk has little impact on
DESFA'’s business objectives
and strategy.

Limited adjustments to
business/operating plans and
execution.

o



1. Risk Assessment Approach

Assessment Criteria (3/4)

The second dimension required Risk Owners to assess the estimated frequency of events that may lead to each

risk's materialization.

Score | Rating

Likelihood

Explanation

Expected

4 Highly Likely

3 Likely

2 Not Likely

Rare

>90%

>60% to <=90%

>30% to <=60%

>10% to <=30%

<=10%

Event is expected to occur in most circumstances, risk is
occurring now.

Event could occur in most circumstances

Event could occur within short-term timeframe (within 12
months).

Event could occur but not anticipated in the foreseeable
future (within 12 months).

Event may only occur in exceptional circumstances in the
foreseeable future (within 12 months).

o



1. Risk Assessment Approach

Assessment Criteria (4/4)

A control is an action within a process that the company establishes/applies to reduce the likelihood and/or impact
of a risk event occurring. The Risk Owners assessed the control environment of DESFA in order to identify control
activities currently performed for managing the identified risks. Rating the control environment, in combination with
the inherent risk rating will help determine the level of Residual Risk which remains for management to make a
decision on whether the level of Residual Risk which remains is acceptable or not, and if not to ultimately drive the
determination of the action(s) that is/are required to reduce risk to an acceptable level. The following table includes
the definitions over ratings to be used for control environment assessment:

Control Environment Assessment Description

Score | Rating

Weak or Nonexistent

2 Marginally Adequate
3 Adequate
4 Reasonably Adequate

Requires Critical
Improvement

Requires Significant
Improvement
Requires Moderate
Improvement

Requires Limited
Improvement

Requires no improvement

Controls and/or Management activities are non-existent or have major
deficiencies and don’t operate as intended.

Limited controls and/or Management activities in place, High level of risk
remains.

Key controls and/or Management activities in place with moderate
opportunities for improvement identified.

Controls and/or risk management activities properly designed and
operating, with limited opportunities for improvement identified.

Controls and/or risk management activities properly designed and
operating as intended.

10
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2. Enterprise Risk Assessment Results
Summary

The results of the “Enterprise Risk Assessment” exercise of the recognized risks for DESFA, as they emerged after
the update of the Risk Registers by the Risk Owners of the company are the following:

0 DESFA’s Risk Register.

O The results of the Enterprise Risk Assessment exercise at an inherent and residual level and the relevant
Heatmaps and Action Matrices.

0 The scoring of the risks at an inherent and a residual level.
0 The status of the actions/measures taken by the company for top risks towards risk mitigation.

O The results of the Key Risk Indicators (KRIs)

L
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2. Enterprise Risk Assessment Results
Risk Register

DESFA’s enterprise Risk Register is developed in the following 4 main risk categories:




2. Enterprise Risk Assessment Results
Inherent & Residual Risk Heatmaps

The heatmap shows how DESFA’s risks are The heatmap shows how DESFA's risks are distributed*
distributed based upon the potential “Impact” based upon the inherent risk and the assessment of
and “Likelihood” of occurring. the control environment by Risk Owners.

IMPACT CONTROL ENVIRONMENT
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2. Executive Summary (3/4)

Action Matrix

Inherent Risk

The following figure illustrates the ERM proposal of distribution™ of DESFA’s risks in the quarters of the company’s Action Matrix taking
into account their inherent risk, the assessment of control environment and ERM analysis.

Improve

4 Risks

15

10

> 3 Risks

2

Review

02.2

Improve

Review

19 Risks

07.2%1-S0s.1
03.1 1.1
©03.3¢4.403.2

O7.1g3.2
o7.3

Monitor

F1.33F1.z -
17 Risks

Optimize

3 4 S

Optimize

The purpose of the Action Matrix is to indicate how to respond to the company’s risks. It is Risk Management
Committee’s responsibility upon proposal of ERM to decide if additional actions** should be taken to further

reduce or not their rating.

Areas of high-risk exposures with low level scores regarding the
control environment. These cases can be opportunities in order to
improve or implement cross — checking activities. It is recommended
to develop a prioritized improvement plan to achieve targeted
capability level.

Areas of high-risk exposures with strong control environment; they
form the focus for periodic review in order to ensure that are
operating effectively. It is recommended to monitor the risks and,
where applicable, to use assurance functions (e.g. Internal Audit) to
gain assurance that controls are adequate, and they are operating
effectively.

Areas of relatively low risk exposures accompanied by a lower-level
scores regarding the control environment. It is recommended in one
hand to accept the current deficiencies in risk management capability
but on the other hand to actively monitor any changes in the risk level
and to engage in mitigation when appropriate or when management
decides to take mitigation measures.

Areas of relatively low risk exposures with a moderate level scores
regarding the control environment; may be a focus to optimize the
processes/resources and controls for greater efficiency. If the risk is
over-mitigated, it is recommended to potentially consider reevaluation
and reallocation of available resources to other risks that need
improved capability.

15



3. Mitigation Actions
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3. Mitigation Actions

The table below presents the top risks and the status of the actions/measures taken by the company towards risk mitigation.

It is noted that the table includes mitigation actions additional to the controls already in place contributing to the moderation
of inherent risk. The abovementioned controls have already been identified in the risk assessment as part of the control
environment and have been considered for the calculation of residual risk.

The mitigation actions are either part of the Business Transformation Program or other initiatives.

Risk Name : Risk Description : Mitigation Actions

L



3. Mitigation Actions

The following charts illustrate the distribution of mitigation actions agreed during previous ERA runs per Risk Owners and the status
of existing mitigation actions.

Mitigation Actions per Risk Owner

Responsible
@ Risk Compliance & Information Security

ICT & Faciities & Flest Management
4B51%

@ Supply Chain
@ Asset Management
@ Asset Development

@ Strategy & Development

@ICT & Facilities & Fleet Management
®Finance
Commercial Services

® HSSEQ

Assat Management § (12.77%
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4. Key Risk Indicators (KRIs)
Definition of KRIs (1/2)

Key Risk Indicators (KRIs) are metrics used by organizations to provide an early signal of increasing risk

exposures in various areas of the organization.

i Step 2 - Define acceptable KRI
Step 1 - KRI design thresholds

743\
Y

.

Discuss the proposed by ERM list of KRIs.

Provide insights over the proposed KRIs
suitability based on certain criteria (see next
slide).

|dentify additional KRIs (if any).

Update the list of proposed and any
additional KRIs per risk along their
frequency of measurement, data sources
and responsible.

Finalize KRls.

Establish acceptable limits for each
selected KRI. Relevant past experience and
available data, performance metrics should
be leveraged to define thresholds.

Establish proposed thresholds for KRI
status (low end, moderate and high end)

o Low end: Within acceptable level
o Early warning
o High end: Action should be taken

L
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4. Key Risk Indicators (KRls)
Definition of KRIs (2/2)

Relevant

Informative

KRI Suitability Assessment Criteria

The metric appropriately reflects the risk associated with the source/
consequence

The metric is easy to communicate to stakeholders
It is easy for stakeholders to understand

The calculation or methodology to report the metric has an acceptable level of
effort

The metric can be regularly updated according to the desired reporting
frequency on the risk




4. Key Risk Indicators (KRls)

Define acceptable KRI thresholds

C1.4 Environmental, Health and Safety - HSSEQ
Failure to identify and prevent risks posed by, and prevent non-compliance with, environmental, health and safety laws and regulations and Corporate standards

(including the company's facilities, employees and contractors).

Suitability Criteria

. . o Related Risk Sources and/or R | P T
Key Risk Indicator Descrlptlon FrequenCy Consequences Relevant Informative Practical Timely

The total number of fatal accidents that occur Loss of resources (human

Number of fatal accidents annually dL{e to  inadequate  safety Annually technical, infrastructure, Yes Yes Yes Yes
procedures, inadequate personnel safety facilities)
rules and/or human negligence.
The total number of serious injuries/lost time Loss of resources (human

Number of serious/lost (LTI) that occur annually due to inadequate . : ’

. o . Annually technical, infrastructure, Yes Yes Yes Yes

time (LTI) injuries safety procedures, inadequate personnel facilities)
safety rules and/or human negligence.
The total number of near misses that occur Loss of resources (human

Number of near misses annually du_e to inadequate  safety Annually technical, infrastructure, Yes Yes Yes Yes
procedures, inadequate personnel safety

rules and/or human negligence.

facilities)

o
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4. Key Risk

Comparison

Indicators

Threshold

KRI status

KRI Name KRI Owner KRI Value KRI Value KRI Trend
Moderate
Q4 2024 Q4 2025

C1.4 Environmental, Health Number of fatal accidents HSSEQ 0 - >0

and Safety

C1.4 Environmental, Health Numb.e!' of serious/lost time HSSEQ 1 2 59

and Safety (LTI) injuries

1.4 Environmental, Health Number of near misses HSSEQ =210 5-10 <5

and Safety

23



4. Key Risk Indicators (KRIs)

The following charts illustrate the distribution of KRIs per Risk Owners and the Risk Level of existing KRls, as reported by

themselves.

KRIs per Risk Owner

CEO Office, Equity Participation Management & Transformation
2 (6.06%)
Finance 5 (15.15%)

Asset Development
2 (6.06%)

Supply Chain
3 (9.09%)

ICT & FFM
5 (15.15%)

Risk, Compliance & |...
3 (9.09%)

HSSEQ 4 (12.12%)
Strategy & Development
5 (15.15%)

Asset Management 4 (12.12%)

KRI Owner
® Finance

@ICT & FFM

@ Strategy & Development

@ Asset Management

@ HSSEQ

@ Risk, Compliance & Information Security
® Supply Chain

@ Asset Development

® CEO Office, Equity Participation Management & Transform...

=
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Dynamic Risk Management
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5. Dynamic Risk Management | Methodology

Identification and classification of relationships between risks: For every pair of risks listed in the Risk Register, assess whether a
cause-and-effect relationship exists. This involves determining if one risk influences the occurrence of the other. A risk is classified as a
"cause" if its occurrence is likely to trigger another risk, which we then label as the "effect." Conversely, if no influence is detected
between the two risks, we will categorize this as “No Relationship”. If a cause-and-effect relationship between a pair of risks is identified,
further classify the nature of this relationship:

* Direct Relationship: This occurs when one risk directly influences the other without any intermediary risks involved.

* Indirect Relationship: In cases where one risk influences another through one or more intermediary risks.

Each identified relationship, whether it is a direct cause-and-effect relationship, an indirect relationship, or a determination of no
relationship is recorded in a Risk Matrix.

[— - |

N
>

nalysis of Direct Relationships: Focus specifically on analyzing and documenting the direct cause-and-effect relationships identified
in the previous step. For each pair of risks with a direct relationship, specify which risk is the "cause" and which is the "effect," based on
the previous definitions. Provide a brief explanation of why each risk is categorized as such, detailing how the cause triggers the effect.

>

W

‘Identification of the most Impactful and most Impacted risks: Calculate the frequency with which each risk is recognized as a "cause"
for other risks. The risks that appear most often as a “cause” will be classified as the most impactful risks, signifying their considerable
influence on the risk landscape and their high potential to trigger a chain reaction. Then, calculate which risks are most frequently
identified as "effects" of other risks. The risks that that have been recognized as an “effect” for other risks the most frequently will be
classified as the most impacted risks, reflecting their “sensitivity” to the influences of other risks.

‘ F

4 Development of Action Plans for Most Impacted and Impactful Risks: In the presence of resource limitations, proactively implement
treatment actions to address the resolution of the most impactful risks with the aim of mitigating their influence on other interconnected
risks and disrupt the domino effect. Additionally, in conjunction with RA results and Action Matrix, the most impacted risks are priority
risks either for enhanced assurance (e.g. by Internal Audit) or monitoring (e.g. KRIs update, thresholds review).



5. Dynamic Risk Management | Full Deployment Results

Utilizing the DRM methodology, we analyzed the interrelationships among 42 risks in the risk register. This analysis led to a review of the cause-and-effect

relationships among 861 pairs of risks. We identified 227 direct relationships, 601 indirect and 33 pairs with no relationship. An example of most impactful
and most impacted relationships are presented below:

6th Most Impactful Risk 2nd Most Impacted Risk

E22
The sixth most impactful risk as it has been identified most frequently The third most impacted risk as it has been identified most frequently
(10 times) as a cause for other risks. (14 times) as an effect for other risks.

27
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